Ajuntament de Valls

MANUAL DE CONFIGURACIO JAVA

1.- Comprovar que el JAVA esta instal-lat o si la versi6 esta actualitzada

Busquem “JAVA”, dins els resultats anem a “Configurar Java”...

Programes (4)
|[£] Acercade Java
(£ Configurar Java
(& Java
(2] visite Java.com
Fitxers (8)
) blocklist
=) REQUISITS
) blockiist
) blockist
) blockiist
(&) Listes 2015

% previous
) OpenLayers
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View version information about Java Control Panel.

| about

Network Sattings

he By default, Java will
Files you use in Java applications are stored in a special folder for quick execution later. Only
ad ul

ced users should del

Temporary Intemet Files

elete fles or modify these e

Settings. ..
Javain the browser i enabled.
See the Seauity tab
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Programes (4)

[£] Visite Java.com
Fitxers (8)

) blocklist

I REQUISITS

) blocklist

) blocklist

) blocklist

(8] Listes 2015

) previous

%) OpenLayers

Java

Comprovem la versié que tenim, en cas de no estar segurs o voler comprovar si existeixen més actualitzacions, fem un pas

enrera i tornem a “Update” i cliquem a “Update now”

|ts.0.65 |ne
[Ls060 |hte:

yiseneul] Update | Java [ seauity | Advanced|

£

Notfy Me: Before downloading
Check for Updates Automatically

Every dmarts at 02:00, Java Update wil check for updates. If an update is
il inthe area. Move the
the

yst
the update.

aursor over the

update is downloaded.

Java Update was last run at 09:41 on 11/08/2016.
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2.- Un cop comprovat que el JAVA esta actualitzat, afegim la pagina que ens interessa

Pasem a I'apartat “Security”, comprovem si al quadre d’excepcions hi figura I'adrega que ens interessa, si no la
trobem, busquem el boto lateral “Edit Site list”...

Cliguem a “Add” per afegir el nostre link, un cop afegit sortim amb “OK”
https://tramits.valls.cat

Podrem comprovar com les adreces que hem introduit i en



Ajuntament

MANUAL DE CONFIGURACIO JAVA

3.- Nomeés ens queda comprovar que I'apartat “Advanced” estigui com indequem en el segiient quadre.

de Valls
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Java

Java Control Panel

| General | Update [ 3ava [ Security | Advanced

Java console
©) Show cansole
@) Hide consdle

7] Mozila family
Shortcut Creation
© Mways allow

©) Prompt user
©) Never allow
) Aways allow
(@) Prompt user
@ Never allow

Application Installation
@ Instal if hinted

() Never install

Use TLS 1.0

@ Use TS 1.1

Use TLS 1.2
Miscellanecus

() Do not start console
Default Java for browsers
~[] Microsoft Intemnet Explorer

) Always allow if hinted
~® Prompt user if hinted

INLP File/MIME Assodiation

() Install if shorteut created
) Install F hinted and shartaut

Execution Environment Security Settings
[ [¥] Allow user to grant permissions to signed content
[] Show sandbox warning banner
~[] Allow user to accept JNLP security requests.
Don't prompt for dient certificate selection when no certificates or only one exists
Warn if site certficate does ot match hostname
[7] Show site certificate from server even if it is valid
Mixed code (sandboxed vs. trusted) security verification
(%) Enable - show warning if needed
) Enable - hide warning and run with protections
{Z) Enable - hide warning and don't run untrusted code
@) Disable verification (not recommended)
Perform signed code certificate revocation checks on
() Publisher's certificate only
@ Al certificates in the chain of trust
) Do ot check (not recommended)
Check for signed code certificate revocation using
(©) Certificate Revocation Lists (CRLs)
i) Online Certificate Status Protocol (OCSP)
i@ Both CRLs and OCSP
Perform TLS certificate revocation checks on
i) Server certificate only
~i@ Al certificates in the chain of trust
-7 Do not check {not recommended)
Check for TLS certificate revocation using
(7 Certificate Revocation Lists (CRLs)
Online Certificate Status Protocol (OCSP)
@ Both CRLs and OCSP
Advanced Security Settings
Enable the operating system's restricted environment {native sandbox)
Use certificates and keys in browser keystore
i-[f] Enable blackist revocation chedc
[7] Enable caching password for authentication
Use 5L 2.0 compatible ClientHello format

tare user settings in the roaming profie
Place Java icon in system tray
uppress sponsor offers when instaling or updating Java

4 - Es possible que el navegador bloquegi I'aplicatiu JAVA,

Firef
|+

’(- o] @ java.com/en/download/installed.jsp?detect=jre

@ Verify Java Version

Firefox has prevented the unsafe plugin "Java(TM)}
Platform SE 7 U" from running on java.com.
What's the risk?
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